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How do we debug?

• What tools do we have?


• Depends on the situation!


• BIOS — oscilloscopes


• We’re comparatively lucky





We have help!

• Hardware support (code & data breakpoints, trap) 


• Language support (Type systems


• IDE & Tooling (Syntax checking 



Coding Style Guidelines

• Google has one


• CMU SEI has one


• Nasa has one


• We have one — (CwC!)

https://google.github.io/styleguide/cppguide.html
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=494932
https://ntrs.nasa.gov/search.jsp?R=20080039927


Print-line debugging







Interactive Debugging

• GDB is the venerated, venerable tool


• LLDB, etc are descendants


• Some w/GUI front-end


• Many bells, whistles: read the friendly manual



Automatic Tools



Static Analysis Tools

• Exercise all possible pathways through source


• Speedy


• Different analyses catch different classes of errors


• E.g. check conformance to style guidelines



Static Analysis, ctd.

• Conformity to coding standards, inconsistent formatting


• syntax errors


• undeclared variables


• Type mismatches



C++ Static Analysis Tools

•  flawfinder


•  cppcheck


•  clang-tidy


•  G++ & Clang++ address-sanitizer 



Dynamic Analysis



Dynamic Analysis

• Exposes bugs too subtle for static analysis to find


• Execution of instrumented code


• Actual running of actual program





Valgrind

• Memory analyzer


• Do not use with optimized builds (doesn’t work)


• Do not use with -fsanitize=address

• Slower execution, might notice on big, slow programs


• (Apparently) does not run under OS/X



DrMemory? 

http://drmemory.org/


Heisenbugs

Heisenbugs - entry “Jargon File”



Heisenbugs, ctd.

•  for i in {1..1000}; do ./a.out; done;

• “Chaos mode” in rr



Time traveling debugger

• Elm (Click)


• rr for C++


• IDE support:


• VS Code


• CLion


• Emacs

https://robert.ocallahan.org/2016/02/introducing-rr-chaos-mode.html
https://www.youtube.com/watch?v=RUeLd7T7Xi4


Beyond …

• … Correctness — Profiling (time, space, hot-spot)


• … Interactivity — Automated bug-fixing!!! (Research)


• … Test suites —Fuzzing



And yet, there are still 
bugs!



Formal Methods

• TLA+


• Liquid Haskell


• Verilog


• HOL (Light)


• Pentium Bug, anyone? 



Between Scylla and Charybdis



Demo GDB & Valgrind



Bonus: GDB Power 
Use Video

https://www.youtube.com/watch?v=PorfLSr3DDI

